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responsible for effective oversight of fi-
nancial derivatives activities.

(2) Before you may engage in any
transaction involving a financial deriv-
ative, your board of directors must es-
tablish written policies and procedures
governing authorized financial deriva-
tives. Your board of directors should
review applicable guidance issued by
the OCC on establishing a sound risk
management program.

(3) Your board of directors must peri-
odically review:

(i) Compliance with the policies and
procedures established under paragraph
(c)(2) of this section; and

(ii) The adequacy of these policies
and procedures to ensure that they
continue to be appropriate to the na-
ture and scope of your operations and
existing market conditions.

(4) Your board of directors must en-
sure that management establishes an
adequate system of internal controls
for transactions involving financial de-
rivatives.

(d) What are management’s responsibil-
ities with respect to financial derivatives?
(1) Management is responsible for daily
oversight and management of financial
derivatives activities. Management
must implement the policies and proce-
dures established by the board of direc-
tors and must establish a system of in-
ternal controls. This system of internal
controls should, at a minimum, provide
for periodic reporting to the board of
directors and management, segregation
of duties, and internal review proce-
dures.

(2) Management must ensure that fi-
nancial derivatives activities are con-
ducted in a safe and sound manner and
should review applicable guidance
issued by the OCC on implementing a
sound risk management program.

(e) What records must I keep on finan-
cial derivative transactions? You must
maintain records adequate to dem-
onstrate compliance with this section
and with your board of directors’ poli-
cies and procedures on financial deriva-
tives.

§163.176 Interest-rate-risk-manage-
ment procedures.

Federal savings associations shall
take the following actions:
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(a) The board of directors or a com-
mittee thereof shall review the savings
association’s interest-rate-risk expo-
sure and devise a policy for the savings
association’s management of that risk.

(b) The board of directors shall for-
mally adopt a policy for the manage-
ment of interest-rate risk. The man-
agement of the savings association
shall establish guidelines and proce-
dures to ensure that the board’s policy
is successfully implemented.

(c) The management of the savings
association shall periodically report to
the board of directors regarding imple-
mentation of the savings association’s
policy for interest-rate-risk manage-
ment and shall make that information
available upon request to the OCC.

(d) The savings association’s board of
directors shall review the results of op-
erations at least quarterly and shall
make such adjustments as it considers
necessary and appropriate to the policy
for interest-rate-risk management, in-
cluding adjustments to the authorized
acceptable level of interest-rate risk.

§163.177 Procedures for monitoring
Bank Secrecy Act (BSA) compli-
ance.

(a) Purpose. The purpose of this regu-
lation is to require savings associa-
tions (as defined by §161.43 of this chap-
ter) to establish and maintain proce-
dures reasonably designed to assure
and monitor compliance with the re-
quirements of subchapter II of chapter
53 of title 31, United States Code, and
the implementing regulations promul-
gated thereunder by the U.S. Depart-
ment of Treasury, 31 CFR Chapter X.

(b) Establishment of a BSA compliance
program—i(1) Program requirement. Each
savings association shall develop and
provide for the continued administra-
tion of a program reasonably designed
to assure and monitor compliance with
the recordkeeping and reporting re-
quirements set forth in subchapter II of
chapter 53 of title 31, United States
Code and the implementing regulations
issued by the Department of the Treas-
ury at 31 CFR Chapter X. The compli-
ance program must be written, ap-
proved by the savings association’s
board of directors, and reflected in the
minutes of the savings association.
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(2) Customer identification program.
Each savings association is subject to
the requirements of 31 U.S.C. 5318(1)
and the implementing regulation joint-
ly promulgated by the OCC and the De-
partment of the Treasury at 31 CFR
1020.220, which require a customer iden-
tification program to be implemented
as part of the BSA compliance program
required under this section.

(c) Contents of compliance program.
The compliance program shall, at a
minimum:

(1) Provide for a system of internal
controls to assure ongoing compliance;

(2) Provide for independent testing
for compliance to be conducted by a
savings association’s in-house per-
sonnel or by an outside party;

(3) Designate individual(s) respon-
sible for coordinating and monitoring
day-to-day compliance; and

(4) Provide training for appropriate
personnel.

Subpart G—Reporting and
Bonding

§163.180 Suspicious Activity Reports
and other reports and statements.

(a) Periodic reports. Each savings asso-
ciation and service corporation thereof
shall make such periodic or other re-
ports of its affairs in such manner and
on such forms as the appropriate Fed-
eral banking agency may prescribe.
The appropriate Federal banking agen-
cy may provide that reports filed by
savings associations or service corpora-
tions to meet the requirements of
other regulations also satisfy require-
ments imposed under this section.

(b) False or misleading statements or
omissions. No savings association or di-
rector, officer, agent, employee, affili-
ated person, or other person partici-
pating in the conduct of the affairs of
such association nor any person filing
or seeking approval of any application
shall knowingly:

(1) Make any written or oral state-
ment to the appropriate Federal bank-
ing agency or to an agent, representa-
tive or employee of the appropriate
Federal banking agency that is false or
misleading with respect to any mate-
rial fact or omits to state a material
fact concerning any matter within the

§163.180

jurisdiction of the appropriate Federal
banking agency or

(2) Make any such statement or omis-
sion to a person or organization audit-
ing a savings association or otherwise
preparing or reviewing its financial
statements concerning the accounts,
assets, management condition, owner-
ship, safety, or soundness, or other af-
fairs of the association.

(c) Notifications of loss and reports of
increase in deductible amount of bond. A
savings association maintaining bond
coverage as required by §163.190 of this
part shall promptly notify its bond
company and file a proof of loss under
the procedures provided by its bond,
concerning any covered losses greater
than twice the deductible amount.

(d) Suspicious Activity Reports—(1)
Purpose and scope. This paragraph (d)
ensures that savings associations and
service corporations file a Suspicious
Activity Report when they detect a
known or suspected violation of Fed-
eral law or a suspicious transaction re-
lated to a money laundering activity or
a violation of the Bank Secrecy Act.

(2) Definitions. For the purposes of
this paragraph (d):

(i) FinCEN means the Financial
Crimes Enforcement Network of the
Department of the Treasury.

(i1) Institution-affiliated party means
any institution-affiliated party as that
term is defined in sections 3(u) and
8(b)(9) of the Federal Deposit Insurance
Act (12 U.S.C. 1813(u) and 1818(b)(9)).

(iii) SAR means a Suspicious Activity
Report.

(3) SARs required. A savings associa-
tion or service corporation shall file a
SAR with the appropriate Federal law
enforcement agencies and the Depart-
ment of the Treasury on the form pre-
scribed by the appropriate Federal
banking agency and in accordance with
the form’s instructions, by sending a
completed SAR to FinCEN in the fol-
lowing circumstances:

(i) Insider abuse involving any amount.
Whenever the savings association or
service corporation detects any known
or suspected Federal criminal viola-
tion, or pattern of criminal violations,
committed or attempted against the
savings association or service corpora-
tion or involving a transaction or
transactions conducted through the
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